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Category [Kareropusa] — A general concept for describing and
grouping certain types of information. In the context of
Perimetrix SafeSpace, a category is a specific point along
a given dimension. Each dimension can contain several
categories. To simplify the process of classification and
defining access rights, the categories are organized in a tree-
like structure. For example, the “Confidentiality” dimension
may contain the categories “Top secret”, “Secret”, and “For
internal use only”, while the “Department” dimension may
contain the categories “HR”, “Finance”, “R&D”, “Sales”, and
“Legal”.

®U OGbscHUTENbHAsA MOfEeNb, ucnonb3yemas B Perimetrix
SafeSpace ons BbigeneHns cyTeBoro NogMHOXECTBa
MHbOPMALMOHHbIX 06BEKTOB B pamKax OQHOro M3mepe-
Hus. KaTeropum npumeHsoTCs ANs yNpoLLeHns npouecca
Knaccugukaymm v onpegeneHns npae goctyna. Kaxxgoe
MU3MEPEHMNE MOXKET COOEPXKaTb HeOrpaHMYeHHOE YNCNO KaTe-
ropwvi, KOTOPble OPraHN30BaHbl B APEBOBULHYIO CTPYKTYPY.
Hanpumep, namepenune «KoHdnaeHLManbHOCTb» MOXeT
copepxaTtb Kateropum «CoBepLueHHO cekpeTHo», «CekpeT-
Ho» 1 «[ClM», a usmeperne «OTOeN» MOXKET COAEPXKATbL
kateropumn «Kagpbi», «PuHaHcbl», «HAMOKP», «[Mpogaxkm»
«fOpuanyecknin otgen».

Certificate Authority or Certification Authority
[YnocToBepstowmin uentp] — A trusted entity that issues
digital certificates.

®U KopHeBon LieHTp cepTudUKaLmm, OTBEYaloLLMiA 3a Bbioady
LUMPOBbLIX CEPTUPUKATOB.

Certificate Owner [Bnagenbubl ceptudukaros] — In the context

of SafeSpace, any service that has a digital certificate assigned.
®U Cepsucbl SafeSpace, kK KOTOpbIM NPYBA3aH
undposom cepTudukar.

Classification (Data Classification) [Knaccuukaumsa] —

A systematic arrangement of objects into groups or categories
based on established criteria. In the context of SafeSpace, this
is the process by which a level of confidentiality is assigned to
an object.

®U Mpouecc oTHeceHUs MHGOPMaLMOHHbIX 0GEKTOB K onpe-
LLeNeHHbIM KaTeropusmM B COOTBETCTBUM C HEKOTOPbIMMU
dopmanunzoBaHHbIMU Kputepuamu. B Hotaummn SafeSpace
knaccudukaums npeanonaraeT NPUCBOEHNE YPOBHS KOH-
duneHymanbHocTy (ypoBHS) ntoboMy MHPOPMaLMOHHOMY
06beKTY, HaxoAALLEeMyCs Mof 3aLLUMTON CUCTEMDbI.

Classification Tag [MeTka koH¢pupgeHunanbHocTu] — In the
context of SafeSpace, an element of information attached
to a data object that characterizes the confidentiality of
information contained in that object.

®U Mertka, NpuKpenieHHas K KnaccuduumposaHHOMY 0GbeKTY,
XapakTepusyroLas KoHGUAEHUMANbHOCTb CofepXKaLLencs
B HeM UHbopmMaLuu.

Classified [KnaccuduumpoBaHHbiin] — Describes a data object

(file, data, etc.) that has received a classification tag.

®U CocTosiHME UHPOPMALMOHHOTO 06BEKTA, OTHECEHHOMO
K onpeneneHHoN KaTteropmum n UMeroLLero (monyynBeLLero)
onpenenéxHblii ypoBeHb KOHOUAEHLMANBHOCTH, C MPUCBOE-
HWUeM METKM KOHPUAEHLNATbHOCTY.

Confidential [KondupeHnumanbubiin] — Often used in business
to describe information (such as trade secrets, personal
data, etc.) that should not be shared with those not having
appropriate authorization.

®U O606LIeHHOE onpeaeneHve nobon nHGopmaLmm, cogepxa-
LLIEN 3aKPbITble CBEAEHNS, UMEIOLLME OrpaHnyYeHHoe obpalLie-
HWe n/unu gocTyn (Hanpumep, MHdOPMaLMK coepyKaLlen
KOMMEPYECKYIO TalHy, NePCOHabHbIE AaHHbIE U T.M.).

Confidentiality [KondupeHumanbHocTb] — A mandatory
requirement that a person who has access to certain
information must not transfer such information to others
without the consent of its owner. Transferring information
without the approval of its owner is considered “a leak”.

®U O6szaTenbHOe A BbINONHEHNSA JIMLOM, MOMYYMBLIMM JOCTYN
K onpepeneHHoi nHpopmaumm, TpeboBaHve He Nnepepa-
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BaTb Takyto MHbOpMaLuto TpeTbrM nuuam 6e3 cornacus ee
Bnagensua. HapyweHnem KoHdUaeHLMaNbHOCTH SBAsSeTCS
«yTeuka JaHHbIX».

Configuration [Kondurypaumusa] — A snapshot of the SafeSpace
configuration parameters. Each parameter is treated as a
single data block. For SafeSpace to work correctly, it must
always have an applied (effective) configuration which
defines how classified data is handled. How confidential data
can be handled is based on corporate security policies.

®U MNocnenoBaTenbHOCTb LUMGPOBbIX CEMNKOB NapaMeTpoB
HaCTPOWKM CUCTEMbI, KaXXAbIN U3 KOTOPbIX paccMaTpuBaeTcs
B BUAe eauHoro 6noka AaHHbix. [ns npaBunbHoN paboTbl
SafeSpace Bcerga monyHa 6biTb NpUMeHeHa adpdeKTrBHanA
KoHbUrypaLus, KoTopas Ha 0CHOBe MonANTMK 6e30MacHoCTK
onpepensert, kak 06pabaTbiBalOTCA 3aLUMLLEHHbIE faHHble.

Container [Koutentnep] — One of the elements of the Universal
Event Model (UEM) that defines the location of an
information object in order to analyze its movement.

®UY OOVH 13 3IEMEHTOB yHMBEPCaIbHOW MOLeN CobbITUI
Perimetrix, KoTopbill onpepenseT MecTononoxeHme nHbop-
MaLMOHHOro 06beKTa AJis aHANIM3a ero nepeMeLLeHus.
Cryptex [Kpuntekc] — See cryptographic container.
®U CM. Kpunrorpagpuyeckmii apxms.

Cryptex Manager [Kpuntekc-meHepykep] — A SafeSpace tool that

is used for creating Cryptex (cryptographic containers).

®U Cpenctso SafeSpace ans cosnaHus
KpunTorpadunyeckoro KOHTe/Hepa.

Cryptographic Container [Kpuntorpaduyeckuir apxus]—

An encrypted archive that may contain both classified
and non-classified information. Cryptographic containers
(Cryptex) can be used to store data in an unsecured
environment and/or transmit it over unsecured channels.
Any environment that is not protected by the SafeUse agent
is unsecure. Therefore, storing classified data in such an
environment requires protection through encryption.

®U 3awmndpoBaHHbIN apXMB, KOTOPbI MOXXET COfepKaTb Kak
KnaccuuumpoBaHHYH0, TakK U HEKNACCUPULUPOBAHHYIO UH-
dopmaumio. MoxeT Ncnonb3oBaTbCa Ans XPaHeHUs! aHHbIX
B HE3aLLMLLEHHOW cpede 1/Wnu nepeaayn no HefoBepeHHbIM
kaHanam cesasu. Jliobas cpena, He 3alyLiaemas gpafiBepom,
aBnsetcsa ans Perimetrix HepoBepeHHoN. [1ns xpaHeHns knac-
cndrLMpPoBaHHbIX 4AHHbIX B TAKON cpeae TpebyeTca sawmTta
cpencTBamu KpunTorpadum.

Cryptography Parameters [[TapameTpbl kpuntorpapum] —

The parameters that the SafeSpace system uses to encrypt
data when files are saved in a Cryptex.

®U MapameTpsbl, KOTOpble Ucnonb3yet SafeSpace ans
WwndpoBaHMs AaHHbIX NPU coXxpaHeHnn ¢hannos
B KpUNTOrpagduyecKom apxmse.

Data Centric Security Model, DCSM [MUHdopmaumoHHo-
LeHTpuYHas moaenb 6e3onacHocTu] — An approach to
security that emphasizes the dependability of the data itself
rather than the security of networks, servers, or applications.
Data-centric security also allows organizations to overcome
the disconnect between IT security technologies and the
objectives of business strategy by relating security services
directly to the data they implicitly protect. = Please refer to
perimetrix.com for more highlights on DCSM.

®U Mopgenb 6e30nacHOCTY C aKLEHTOM Ha He06X0AMMOCTH

HENPEPbIBHON KiaccupukaLmm LAHHbIX ANS UX KOPPEKTHOTO
OTHECEHUS K CBEAEHUAM, CofepKallyM TalHy TO UN UHON
KaTeropuu, v MPUHSTUS UCXOAS U3 STOr0 HafexXalUmux Mep
no ux 3aiyute. Takas Mofenb, OPUEHTMPOBaHHas Ha AaHHble,
a He Ha IT-uHdppacTpykTypy, No3BonseT yBa3aTb MHPopma-
LMOHHYt0 6e3onacHocTb 1 uenu 6usHeca. = Cm. nogpobHee
pasnen DCSM Ha caitTe perimetrix.com.

Data Governance [Mopenb KopnopaTUBHOro yrnpasneHus
RaHHbIMM] — A data management concept that concerns
the ability of an organization to ensure that it maintains a
very high level of data quality throughout the data's lifecycle.
Moreover, controls are implemented that ensure the data
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supports business objectives. Data governance focuses on
availability, usability, consistency, integrity and security.

®U OfuH 13 KOHLENTOB yNpaBieHns AaHHbIMK, NogpasymMeBaro-
LM CNOCOBHOCTb KOMMAHMWN rapaHTUPOBaTb BbICOKMI YPO-
BEHb Ka4YecTBa KOPNopPaTUBHbIX JaHHbIX HA BCEM MPOTAXKEHNM
UX XKM3HEHHOTO LuKna. Kakabli aTan Takoro ynpasneHus
noppasyMeBaeT Hanune N3MepsieMblix METPUK, FrapaHTUPYLo-
X 3 deKTUBHOCTb NogaePXKKkKN 6usHeca. Pokyc npv aToM
[lenaeTcs Ha OOCTYMHOCTH, HENPOTUBOPEYMBOCTH, LLENOCTHO-
CTW 1 6€30MaCHOCTN CaMUX AAHHbIX.

Data Governance Policies [[lonutukm ynpasneHus gaHHbiMu] —
Policies which apply to an organization's people, processes,
and technology. Data governance policies are designed to
ensure the consistent and proper handling of data within the
organization. In effect, data governance policies determine
what can be done with data, who can do it, when they can do
it, with what they can do it, and under which circumstances
they can do it.

®Y MonnTukM, NPUMEHsSIEMbIE B OPraHn3aLmmn K COTPYAHMKAM,
npoLeccam v TEXHONOrUAM U onpefensiowe BapuaHTbl
ONTUMASbHbIX JENCTBUN, X UCTIONTHWUTENEN, BPEMS], BO3MOX-
HOCTU 1 06CTOATENbCTBA UCMOSHEHNS.

Data Management Model [Moaenb ynpaBneHus paHHbiMu]—

A model defining the customer-specific requirements in
terms of data classification, storage locations, permitted
applications, authorized users, etc.

®UY Mogpenb, onpegensiowas cneunduyeckme TpebosaHms
3aKa3uurKa C TOUKM 3peHus Knaccudukaumm JaHHbIX, MecT
XPaHeHUs, PaspeLlEHHbIX NMPUIIOXKEHWI, aBTOPU30BaHHbIX
nonb3oBaTenen u T. a.

Data Movement [[Mepemewenue panHbix] — In the context of
SafeSpace, the transfer of data from one location (source
container) to another location (destination container).
During any given operation, data may be transferred between
two or more different containers.

®U B HoTaumn SafeSpace no6as MaHUNynaUMs ¢ AaHHbIMU
TPaKTYyeTCs Kak nepemeLLeHne JaHHbIX U3 «UCTOYHMKAN
(KOHTEMHEP-MCTOYHUK) K «nonyyaTento» (KoHTenHep-nonyya-
Tenb). MNpy nepemelLeHnn MoryT 6bITb 3a4eCTBOBaHbI Cpasy
HECKOJIbKO KOHTENHEPOB.

DataSure [DataSure] — An auxiliary software component of
the SafeSpace solution for recognizing unclassified data.

It is based on content filtering technology and supports
technologies of morphological analysis, semantic analysis,
and analysis based on digital fingerprints. Designed to
automate the process of initial classification of data.

®U BcnomorartesbHbli NporpaMMHbIii KOMMNOHEHT Perimetrix
SafeSpace. OcHoBaH Ha TEXHOMOIMM KOHTEHTHOW GpUbTpa-
UMM 1 NOOAePXKMBAET TEXHOMNOTMU LNGPOBbIX OTMNEYaTKOB.
MpenHasHayeH ans aBToMaTmsauum npolecca nepBoHavanb-
HOW KnaccuduKaLmm AaHHbIX B MECTax XpaHeHus.

Declassified [deknaccudpukauus] — An object that has had its
classification removed and is no longer required to be kept
confidential (i.e., the information has little to no sensitivity
and can be made public).

®U Mpouecc cHATUS YpOoBHS KnaccuduKaLmm ¢ GOKYMEHTa,
KOTOPbIN 6osiee He CoepP)KUT CBEAEHNIA, COCTaBNAIOLLMUX Ty
WK VHYIO KaTeropuio TaiHbl, U B faNbHENLIEeM MOXET CTaTb
ny6/nYHbIM, BbIBEAEHHBIM 13 3alLULLEHHOr0 060poTa.

Digital Certificate [LiudppoBoi ceprudukar] — A digital
certificate that confirms the ownership of a public key by the
subject named on the certificate.

®U ONeKTPOHHbBIN [LOKYMEHT, KOTOPbI YIOCTOBEPSAET Npaso co6-
CTBEHHOCTV ero Bnagesiblia Ha OTKPbITbIV KITHOY .

Digital Fingerprint [Liudpposbie otneyarku] — The elements of
a file that help to identify whether it contains potentially
confidential information (the number of and occurrences of
key words in a document, etc.).

®U TexHonorus undpPOBbIX OTNEYaTKoB, obecneymBaroLLas Kiac-
cudrKaLMIo Ha OCHOBAHMU aHanNN3a CXOACTBa JOKYMEHTOB
n/Mnu nx YacTen.
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Digital Fingerprint Level [YpoBeHb undpoBoro orneyarka] —

A classification level that is assigned to an object based on
the existing classification of reference objects. If the analyzed
object is similar to the referenced documents, it will be
automatically assigned the corresponding classification level.

®UY OnpenenéHHblii ypoBeHb, MPYCBarBaeMblil aHaNN3NpPY-
eMOMy 06BbeKTY Mo aHanorum ¢ JOKyMeHTaMu, ypoBeHb
knaccuduKaLuum KoTopbiX y>Ke U3BECTEH, B 3TOM Crlyyae
06beKTY aBTOMaTM4YeCKM 6yOeT NPUCBOEH COOTBETCTBYHOLLMI
YPOBEHb KOHPUAEHUNATILHOCTH.

Digital Fingerprinting [CHsiTue undpoBbix oTneyaTkos]

— The process of searching for and calculating digital
fingerprints using location and mask information which
are defined in the digital fingerprinting parameters. The
parameters are based on reference data (e.g., sample
documents), whose classification level was determined based
on an expert assessment.

®U MpoLecc NomcKa 1 BbIYUCAEHNS LMBPOBbIX OTMEeYaTKOB
B dannax ¢ ncnonb3oBaHmeM MHGpopmMaLmm o MecTonosno-
YXEHUW OOKYMEHTa, Ha 0CHOBe pedepeHCHbIX IKCMePTHbIX
06pa3LioB (MprMepoB AOKYMEHTOB, COAEPXKALLUX UCKOMbIe
cBeaeHus).

Dimension [MI3amepeHune] — An axis containing at least two
hierarchically related categories which are used to classify
data. Defining two or more dimensions for data classification
is called a multidimensional matrix and provides more
exact classifications and greater flexibility when assigning
permissions to confidential data. . For example, combing the
dimensions “confidentiality” and “line of business” produces a
simple yet powerful two-dimensional matrix.

®U O6bACHUTENbHAsA Mofdenb A Habopa 13 aByx u 6onee
kateropui. C NOMOLLbIO HECKOSbKUX U3MEPEHUI MOXKHO
co3paBaTb MHOroMepHble Mofenu Knaccudukaummn — ans
60nee TOYHOro OTHECEHMSI HDOPMALIMK K CBEAEHWSIM TOTO
WK MHOTO YPOBHS CEKPETHOCTM 1 YNPaBeHNs AOCTYMNOM.
Hanpumep, ncnonbays n3amepeHus «4yBCTBUTENbHOCTb AaH-
HbIX» U «GYHKLMOHANIbHOCTb MOXHO MOJTy4UTb MPOCTeNALLYIo
OBYXMEPHY0 Mopenb Knaccubukauum.

Event [Co6biTue] — A user action that was intercepted by the
SafeSpace system. The term intercepted does not suggest that
the event was blocked but that it was identified as movement
from one container to another. The action will be allowed or
disallowed depending on the security policies defined in the
system and the classification of the data.

®U [eiicTere nonb3osaress, nepexsayeHHoe CUCTEMON
SafeSpace. TepMuH «nepexBayeHHbIN» He 03HaYaET,
4TO Cob6bITME BbINO 3a6/10KMPOBAHO, & 3HAYUT, YTO OHO
6b1710 MOEHTUOULMPOBAHO Kak nepemeLLeHne N3 OfLHOro
KOHTelHepa B apyron. [enicTeue byneT paspeLleHo nnm
3anpeLLeHo B 3aBUCUMMOCTU OT KOHGUTypaLmm CUCTEMbI
1 KnaccuduKaumm aHHbIX.

Event Category [Kateropus co6bitusa] — A classification tag
assigned to an event.

®U MeTtka knaccmdukaumm, NpUCBOEHHast COBbITMIO.

Inventory [MHBeHTapuasaumsa] — A centralized procedure for
detecting files on protected workstations, analyzing detected
files to determine their classification levels and, if necessary,
adjust existing levels.

®U LleHTpanusosaHHas npouenypa nomcka ¢hannos B MecTax
XpaHEeHWs, aHaIM3 UX COAEPXMMOro 1 Knaccudukaums Ha
OCHOBE COLIEPXKALLUXCS B HUX CBEAEHUIA.

Level of Confidentiality (Classification Level) [YpoBeHb
KoHduaeHumnanbHocTU] — A combination of categories from
all dimensions. In the process of analyzing an information
object, it can be assigned various classification levels. For
elements in the Universal Event Model to gain access to a
classified object, they must have appropriate permissions.
These permissions are determined by the acceptable level
of the Universal Event Model element. The current level can
include only one category from each dimension, the so-
called point level. While acceptable levels can include several
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categories from the same dimension, in this case they are
called multi-level.

®Y Habop kaTteropuii knaccupmumpoBaHHOro 06bekTa, KoTo-
pbIi MOXET MEHATLCS B NPOLIECCE YXUSHEHHOTO uuKna. [1ns
nonyyeHnst AOCTYNa K KnaccuduumpoBaHHOMY 06beKTY
B yHMBepCcasibHOM Mogesm cobbiTui y npouecca (mpuoxe-
HWS) Unu cybbekTa AOMKHbI GbITb COOTBETCTBYIOLLIME NPaBa.
TekyLLMI ypoBeHb MOXET BKIIOYATb TONIbKO OfiHY KaTeroputo
U3 KQXKA0ro M3MepeHus, TOrAa Kak fonycTuMble YPOBHU MO-
ryT BKJIKOYATb HECKOMbBKO KaTeropuil 3 OQHOI0 3MEPEHMS,
1 B 3TOM Crlyyae OHU Ha3bIBAKOTCS MHOTOYPOBHEBbIMU.

Management Console [KoHconb ynpaBneHus]— A web-based
graphical user interface that is used to configure and maintain
the SafeSpace solution.

®U Paboyee MeCTO afMUHUCTPATOPA, KOTOPOE UCMOMb3Y-
eTCs AN HACTPOMNKMN 1 06CNYXXMBaHKSA NPOrPaMMHOro
obecneveHuns SafeSpace.

Multidimensional Matrix [MHoromepHasa matpuual —

Two or more dimensions which are used to classify data.
Using more than one dimension can improve the accuracy of
data classification and enable more flexible configuration of
access rights to various objects and types of information.

®U Knaccugumkaums ¢ ncrnonb3oBaHuem 2-x u 6onee nave-
peHuii. NpuMeHseTcs AN rpaHynsipHON cermeHTaumm
AaHHBIX — MO YPOBHIO AOCTYNa U OTHeCeHUs MHdopMaLmm
K KNlaccudunumpyeMbiM CBEAEHUSIM.

Responsibility Zone [3oHa oTBeTcTBeHHOCTM] — Each event,
during processing, is assigned a specific area of responsibility
identifying the executor of the action which triggered the
event. All users who have access to the management console
must be associated with at least one area of responsibility.
While working on the management console, the user is
permitted access only to those events that relate to their
responsibility zone. In addition to restricting access to
dynamic data, responsibility zones can be used to restrict
access to specific forms in the management console.

(®U 30Ha OTBETCTBEHHOCTM OMPEAENsET, KTO U3 y4aCTHUKOB
npouecca sBAseTcs UCnonHuTenem 3agay. Bee nonbsosa-
Tenu, UMetoLLye [OCTYM, AOMKHbI ObITb CBA3aHbI C 30HAMM
oTBeTCTBeHHOCTU. 1pun paboTe nonb3oBaTento paspeLlaeTcs
AOCTYN TONbKO K TeM COObITUSIM, KOTOPbIE OTHOCSTCS K €ro
30He OTBETCTBEHHOCTU. [TOMUMO OrpaHvyeHns goctyna
K AMHAMMUYECKMM [AaHHbIM, 30Hbl OTBETCTBEHHOCTWN MOXHO
MCMonb3oBaThb AJf OrPaHNYeHUs [OCTyNna K onpenenéHHbIM
bopmam KoHcom yrnpasieHus.

SafePrint [SafePrint] — A Perimetrix SafeSpace module that
manages where classified files can be printed, including
automatically adding appropriate watermarks and other
identifying data to the printed material.

®U KomnoHeHT Perimetrix SafeSpace, o6ecneunsaroLmii nevarb
«BOASIHbIX 3HAKOB» U APYrvx aTpnbyToB Ha GyMaXkHble Konuu
KnaccuduLMpPOBaHHbIX AAHHbIX.

SafeResource [SafeResource] — A Perimetrix SafeSpace module
(implemented as a processing node or separate server) that
manages access to classified files on remote resources (portals,
databases, etc.).

®U KomnoHeHT Perimetrix SafeSpace, o6ecneumsatoLuii 4ocTyn
Yy yAaneHHbIM KnaccuduLmpoBaHHbIM pecypcam (nopTan,
6a3a JaHHbIX U T.[.) TONIbKO € paboyelt CTaHL UK C YCTaHOBIEH-
HbIM 1 3anyLleHHbIM cepBucom SafeUse.

SafeSpace [SafeSpace] — Refers to the entire Perimetrix SafeSpace
solution including SafeSpace servers, databases, and
related modules.

®U [MNonHbIN Habop Bcex moaynelt Perimetrix, noctaBnsemMbliii
B aKTyasnbHOW BEPCUM NPOrPaMMHOrO MPOAyKTa.

SafeSpace server [CepBep SafeSpace] — The core server in
a SafeSpace system which is supported by a database
containing all of the configuration parameters for the system.

®U LleHTpanbHbiii cepeep SafeSpace, kKoTopbin cogepXuT 6asy
AAHHbBIX 1 BCE NapameTpbl KOHGUIypaLmm CUCTEMBbI.
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SafeStore [SafeStore] — A Perimetrix SafeSpace component
designed for storing and exchanging (transmitting) encrypted
documents with the help of Cryptex. SafeStore prevents data
from being compromised in the event of physical theft of
the media or the leakage electronic copies of the data (from
backups, etc.).

®U KomnoHeHT Perimetrix SafeSpace, npegHasHadYeHHbIN ans
XpaHeHus 1 obMeHa (nepenaym) 3awwrdpoBaHHbIX AOKYMEH-
TOB, NpeAHa3HaYeHHbIV AN18 XpaHeHWs 1 nepepayn 3alumnd-
POBaHHbIX OKYMEHTOB C MOMOLLIbIO KpUNTOrpadrmyeckoro
apxuBa. [TpefoTBpalLaeT KOMMPOMETALMIO AaHHbIX B Cllyyae
U3NYECKON KPaXKMN U KOMMPOBAHUS JaHHbIX.

SafeUse [SafeUse] — A Perimetrix SafeSpace component designed
for classifying and managing confidential data. SafeUse
implements and enforces company security policies by
applying restrictions to the creation, storage, processing, and
transmission of classified data.

®U KomnoHeHT Perimetrix SafeSpace, npeaHasHaueHHbI A5
Knaccuoukaumm aneKTPOHHON MHPOPMaLMK, U AanbHenLwero
ynpasneHus knaccuduumpoBaHHom nHdopmaumeit orpa-
HWYEHHOrO AOCTYMNa C MCMONb30BaHWEM MOIUTUK XPaHEHNS,
00paboTKK, NEePechINKM 1 0bMeHa.

SafeUse Agent [AreHT SafeUse] — Software installed on a
workstation, which receives and applies security policies
from the SafeSpace system and reports on any related
security events.

®U CneunanbHoe nporpammHoe obecrnedyeHue, ycTaHaBnBae-
Moe Ha pabouunx MecTax nosib3oBateneii ans paboTbl ¢ Knac-
CMOULMPOBAHHBIMU JaHHbBIMM.

Schedule [Pacnucanue] — In the context of Perimetrix SafeSpace,
a function used to determine access to the system based on a
set schedule. One of the steps when creating a responsibility
zone is to create a list of management console forms that
members of the created zone will have access to. Restricting
when the forms can be accessed is achieved by specifying
a schedule.

®U B HoTauun Perimetrix SafeSpace ato dyHKUMS, ucronb-
3yemas NS KOHTPONs U onpefeneHns ocTyna K cucteme
B 3aBMCUMOCTM OT BPEMEHW CYTOK, 30Hbl OTBETCTBEHHOCTM
1 ynpaBneHus, K KOTOpbIM ByoyT MMETb OCTYN YneHbl
CO3[aHHOW 30Hbl A1 CBOEBPEMEHHON PabOTbl B KOHCOIW.
OrpaHuyeHune goctyna Kk ¢opmam gocTuraercs nyTém npeno-
CTaBneHus onpenenéHHoro pacnucaHus.

Sensitive Data [YyBcTBUTENbHbIE AaHHble] — Any data that
should not be disclosed since doing so could potentially cause
financial or reputational harm to the organization.

®U Jliobas nHdopmaums, cogeprallias CBeOeHMs, COCTaB-
NAOLLME KOMMEPYECKYH0, CNYXXeOHY UNN UHYIO TalHY,
onpepeneHHyo NIOKanbHbIMU HOPMATUBHBIMU LOKYMEH-
Tamu 1/Unu 3aKOHOAATENIbCTBOM, PACKPbITUE KOTOPOW
MOXET NPUYNHUTD BNagenbLy AaHHbIX GUHAHCOBBIN U/Unn
penyTaumnoHHbIN yLepb.

Sensitivity [YyBcTBuTenoHoctb] — The degree to which the
disclosure of sensitive data will result in reputational or
financial damage to a company or organization. The higher
the sensitivity, the greater the need to keep the information
secret. This is often a key metric in risk management.

®U OTHOCUTENbHas BENMYMHA NOTEHLMANBHOMO yiep6a HapyLue-
HWS KOHPUAEHLUMANBHOCTM AaHHbIX, COAEPXKALLUX 3aKPbITbIe
cBegeHus. Yem 6orbLue YyBCTBUTENbHOCTb AAHHBIX, TEM
BblLLIe LIEeHHOCTb COAEPXKALLMXCS B HUX CBefeHui. YyBcTBY-
TEeNbHOCTb HePEAKO UCMONb3yeTcs Kak Mepa [Ans OLeHKU
1 ynpaeneHus puckamu V1b.

Unclassified (British English - nonclassified)
[HeknaccuduumposanHbin] — Information which is not
considered confidential (i.e., very low level of sensitivity) and
which can generally be made available to the public.

®U Nndbopmauums, He conepiallas cBegeHnm
OrpaHMYeHHOro focTyna.

Unclassified Category [HeknaccuduumpoBaHHas kateropus]—

A special category that is included in each dimension. If this
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category is assigned to an object, it means that the object
is not classified by this dimension. An object whose level
consists of unclassified categories from each dimension
is called unclassified. Permissions are not required for
unclassified objects.

®U Cny»ebHasi KaTeropus, BKtoYaemas npvi HaCTPOVKe CuUcTe-
Mbl B Kakzioe n3mepeHue. Ecnu ata kateropus npuceoeHa
06beKTY, To 06bEKT He KraccuduLmpyeTcs no aTomy namepe-
Huto. [insa HeknaccudrumMpoBaHHbIX 06bEKTOB pa3peLleHms
Ha 06paboTky He TpebytoTcs.

Unconfigured Workstations [HeckoHdurypupoBaHHbie pa6oune
ctaHuumu] — Workstations where the SafeUse Agent is
installed, but which are not yet included in the effective
configuration of the SafeSpace system. In order to be able
to work with classified information on such workstations,
they must be added to the current effective configuration of
a SafeSpace server. When adding workstations to the current
configuration of a SafeSpace server, an area of responsibility
isrequired.

®U Pa6ouue ctaHumm, Ha KOTOpbIX ycTaHoBneH SafeUse Agent,
HO KOTOpbIE eLLE He BKITIOYEHDI B CYLLECTBYIOLLLYIO KOHM-
rypauuio cuctembl SafeSpace. YTobbl MMeTb BO3MOXHOCTb
XpaHWUTb 1 06pabaTbiBaTb CEKPETHYIO MHPOPMaLMIO Ha
Takmx paboumnx CTaHUMAX, OHM OOMKHbI ObITb fO6aBNe-
Hbl B HOBYIO KOHbUIypaLuio cepsepa ¢ onpenenéHHom
30HOW OTBETCTBEHHOCTU.

Universal Event Model, UEM [YHuBepcanbHas moaenb
co6biTui] — A model that allows each intercepted event
to be represented as an object moving from a source to a
destination. This model enables the use of unified analysis,
i.e., a single processing logic and a single security policy for
information objects, regardless of their type.

®U YHuBepcanbHas MoLesb MPUHATUS PELLIEHMNIA O OMYCTUMBbIX
onepaumax B cucteme Perimetrix. JTio6oe gencrteue ¢ 3awum-
LaemMom MHpopmaLmen paccMaTpuBaeTca Kak «nepemellie-
HMe» U3 KOHTENHEPa-NCTOYHVKA B KOHTENHEP-MOoNyYaTenb.
CucTtema cBepsieT oonycku 060Mx KOHTEMHEPOB C K/1accu-
PukaLUMoHHON MeTKoV NHGOPMALIMOHHOIO 06beKTa 1 N16o
paspeLuaer, 1160 6110KMPYET Takoe nepemMeLleHme.
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