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3aperncTpupoBaHHbIX
nonb3oBaTesieil CUCTEMbI
Perimetrix SafeUse

KomnaHwuii-napTHepoB B CTpaHax
CHI 1 3a pyb6e>xom, okasblBatoLLnii
BECb CMEKTP yCyr Mo nNpojaxe
nporpaMmMHoro obecrneveHus,
BHEZPEHNI0, 00y4eHMIO
nosib3oBaTesieil 1 CONPOBOXAEHUIO

MpoAYKTUBHBIX UHCTaNASALMIA B
Poccun n 3a pybexxom =

B locypapcTBeHHOM CeKTope,
MaLUVHOCTPOEHUN, HeddTeXUMIK,
ONTOBOI TOproene, PHaHCOBOM
ceKTope, chepe oKasaHUs ycnyr,
3HepreTuke, TenekomMme, MeguunHe
N CTpONTENbCTBE

J
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NCTOPUA

KomnaHua Perimetrix 6b11a ocHoBaHa

B HOs6pe 2007 roga KoMmaHaoM
npodyeccrnoHanoB, CTOSBLUMX Y UICTOKOB
C030aHNSA COBPEMEHHbIX CUCTEM SaLUATHI
NHopMaLun 1 LdpoBo cpeasl

OT BHYTPEHHMX yrpos. [1e6oT Ha PBIHKE
cocTosncs B Hos6pe 2009 r. ¢ BbIXOAOM
NepBOro KOMMEPYECKOro pennsa
Perimetrix SafeSpace 2.2. B HacTosllee
BPEMS KMEHTaM npeaiaraeTcs BeEP
2.8, Bbllwenwas B Hos6pe 2020 .

Perimetrix MPUHOCHUT B JI€KTPOHHbBII
MUP TOT JX€ YPOBEHb 6€30II1aCHOCTH
KOHOUAEHITMAIbHON MHGOPMALIMU Ha
BCEX CTAJUIX €€ JKU3HEHHOTO I[UKJIa,
KaKOU CYIIeCTBOBAJ B CEKDETHOM
OYMayKHOM [IeJIONIPOM3BOJICTBE,
COXPaHS, B TO XK€ BPeMs, TMOKOCTDb 1
y106CTBO 2JIEKTPOHHOM CPEJIBI.

EBreHunin MNpeobparkeHcKui
leHepanbHbIvi AyupeKTop Perimetrix




MPOOYKT

Haw nopxop, K nHchopmaLMOHHO 6e30nacHOCTY CTPOUTCS
BOKPYI KnaccudukaLymm gaHHbIX, 1 OCHOBbIBaeTCS Ha
NMOHUMAaHWMN NX LEHHOCTU 1 NMPOLECCOB C HAMI CBSA3aHHbIX.
OH HocuT HasBaHue DCSM, Data Centric Security Model,

1 6bin1 BNepeble hopmanunzoBaH B Havane 2000-x -
«Elevating the Discussion on Security Management - The
Data Centric Paradigm» by IBM Research, IBM Security &
Privacy Services, Zurich Financial Services n «Enterprise
Security: A data - centric approach to securing the
enterprise» by Aaron Woody.

XPAHEHME MOAWDUKALIMS

f%ﬂ
=0

BEE30MNACHOE
OBPALLEEHWE
KOH®WOEHUMANEHOR
MHDOPMALIMIA

CO30AHHE NEPEAAYA

3ALMNTA KNACCUDOULIMPOBAHHO MHOOPMALLIN
HA BCEX STAMNAX EE XXU3HEHHOI O LKA - OT
CO30AHNA N MOANDOUKALIMA, 0,0 XPAHEHWA,
MEPEOAYN N YOANEHNA.
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OABYJIA

C nosiBneHnemM KoMmnbloTepa, MOCTOSIHHO PacTeT 06bemM
3MEKTPOHHBIX AaHHbIX, B TOM YMC/E 31EKTPOHHbIX AAHHbIX
KOHMVAEHLMANBHOrO XapaKTepa, Taknx Kak Hoy xay,
VHTENNeKTyanbHas COBCTBEHHOCTb, MePCOHabHbIE AaHHbIE,
6aHKOBCKas TaliHa 1 T.n. YTeuKa v opyroe HenpaBoMepHOe
MCrOJIb30BaHME TaKUX OAaHHbIX HAHOCUT NPeAnpPUSTUSM 1
OpraHn3aLnsM OLLYTUMbIA (hMHAHCOBBIV U PEnyTaLMOHHbIV YPOH.

CerogHs KOMMaHuy v opraHusaumny TepsaioT B cpegHem $5M B
rof, 13-3a yTeUKy NepcoHanbHbIX AaHHbIX KITMEHTOB 1 NapTHEPOB
1 eule B cpegHem $7M B rof 13-3a yTEUKN KOMMEPYECKOV TaliHbl
N UHTENNEKTYyanbHo cobCcTBEHHOCTH . [prMepbl KPYMHbIX yTeYeK
13 TENEKOMMYHVKALIMOHHbIX KOMMaHWiA, BaHKOB 11 rOCOPraHoB
perynspHo NosSBAAOTCS Ha CTpaHuLUax AenoBoi npecchl Poccun.
Y706bI 3aUTUTb NEPCOHAMbHbIE faHHbIe FpaXkaaH
MpasuTtenscTBo 1 Focayma npunsann Ne1562-®3 «O
NepCcoHanbHbIX AaHHbIx». Kpome Toro, B Poccun geiicteyet NO98-
D3 «O KoMMepyecKoii TaliHe», a A5 KpeAUTHO-(PUHaAHCOBBIX
opraHuzaunii ewe n Ctangapt baHka Poccum no
nHopmaLmoHHoii 6esonacHocTy (CTO BP MBBC-1.0-2008).
AHanornyHas cutyaumus cknagbisaetcs B CeBepHoli AMepurike u
EBpocotose, rae y>ke NpuHATHI 1 (DYHKLUOHUPYIOT 3aKOHbI MO
3awyTe nepcoHanbHbix gaHHbix (Californian SB 1386, EU Data
Protection Directive, UK Data Protection Act, Japan PIPA 2003,
Australian PIPEDA), dovHaHcoBbix ceegeHuin (GLBA) n
MeaVUUHCKON nHthopmauum rpaxkgad (HIPAA). Takium obpasom, B
Poccumn n B Mupe cosgaHa HopmaTrBHas 6a3a ons 3aluTbl
KOHMbUAEHLMaNbHOW MHpopmaLmm oT yTedku. OgHako, ons
COOTBETCTBMSA HOPMaTVBHOW 6ase, U 1S 3aLUNUTbI

KOHUAEHL anbHol nHhopMaLLn, HEOBXOAMM KOHTPOSIb 3a
060POTOM KOH(PUAEHLUMANbHbIX 3MEKTPOHHbIX AaHHbIX U
6e30mnacHoe yrpaBneHue umn.

Komnanuna Perimetrix (www.perimetrix.ru ) kak pas u peluaet aTy
3apavy. Ee pelleHuns 3awmaoT KOHPUOEHUMANbHOCTb 1
LLeNIOCTHOCTb MEePCOHanbHbIX AaHHbIX, KOMMEPYECKO TaliHbl 11
WNHTENNEKTyanbHOV COGCTBEHHOCTM KOMMaHWUIi U opraHv3aLuii, B
COOTBETCTBUM C HYXXAAaMV caMiix BNagenbLes AaHHbIX U
TpeboBaHVAMI HOPMaTUBHbIX akToB. KomnaHusa Perimetrix
npepnaraeT cpeny XpaHeHus, 06paboTKy 1 obMeHa
KOHMUOEHLMNAMBHbBIX 3MIEKTPOHHbIX OAHHbIX, KOHTPOMPYHOLLYIO
B3avMogeiicTaue (paboTy) Nosb3oBaTeneli v MPUIoXKeHUl ¢
[aHHbIMU B paMKax nonuTuk 6esonacHocTu. PelweHuns Perimetrix
npefoTBpaLLalT HECAHKLVIOHMPOBaHHYIO YTEUKY, CKaXKeHve nnu
YHUUTOXEHNE KOH(VAEHLMANBHbBIX 11 APYTX, KPUTUYECKN
BayKHbIX 415 3aKa34riKa JaHHbIX, a Takke obecrneynsaoT
HEOBXO4MMbIN YYET U KOHTPOMb (MONNTUKN, MHBEHTAPU3aLLAIO 1
ayauT LLeNOCTHOCTY) TaKoi NHdopMaLmn.

NMOYEMY Mbl

Hawe peweHne adhdekTBHEE
TPaaNLMOHHbIX, UHPPACTPYKTYPHbIX
METO40B 3aLunTbl "BCEro ot Bcex'.

Ero ncnonb3oBaHme TpebyeT yeunui
B Hayane, Korga Heobxoammo
pa3o0bpaTb MH(POPMAaLIOHHbIA CUIOC
N KnaccuuLMpoBaTh HaKOMIEHHbIE
naHHble. Ho ntoroeasi CTOMMOCTb
BnageHna Perimetrix meHbLue, Yem

Y HalUNX KOHKYPEHTOB, TaK KaK Ham
TpebyeTcsa MeHblle PecypcoB 1 Mbl
obecnevynBaemM rapaHTUPOBaHHYIO,

a He BEPOSATHOCTHYIO 3aLUUTY OaHHbIX.

Haw noaxon npoBepeH MHOrOMETHUM
OMbITOM KOHOUAEHLUMANBHOIO
obpalLeHns ByMayKHbIX JOKYMEHTOB.
Mbl NPVBHOCUM KNacCuKy aHanoroBoi
6e30MacHOCTN B 3/1EKTPOHHbIN MUP.
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